Step-by-Step Instructions: How to Create a MyWisconsin ID

1. Navigate to the SWIMS Login Page (Log in - SWIMS)

2. Select “Create New Account” within the My Wisconsin ID (MyWID) module.
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Welcome to State of Wisconsin Secured Login. Te protect Wisconsin Department of Natural Resources (DNR) systems, DNR has upgraded to new secured login functionality, including
enforcement of Multi-Factor Authentication (MFA).

The State of Wisconsin is moving toward a single personal account for each customer to ensure private access to participating Wisconsin government resources.

Every customer will benefit from the advanced ID security used to access any State of Wisconsin systems. With one personalized email-based ID, access to many systems will be
streamlined with a single sign-on solution where available. The new MyWisconsin ID account will replace multiple state login processes including WAMS and saves each customer
from having to remember numerous 1Ds and passwords for each individual interaction within the state. Only a single MyWisconsin ID per person is needed to interact with state

agencies including DNR.
Tips for successful registration
1. Registration is time sensitive - Once the base information is entered, registration must be completed within 2 hours, or the account will be deleted.
2. By default, registration includes MFA setup - See below for more about MFA.
3. Only one MyWisconsin ID is needed to access applications at DNR and any other state agencies using MyWisconsin 1D.
4, A specific MyWisconsin ID is for an individual person, not a facility or company ID, and should NEVER be used by others.

5. MyWisconsin |D Frequently Asked Questions (FAQs)

STATE EMPLOYEE

= Create new account

« TOrgoTpRemo O tocked account » Forgot password or locked account
= Help * Help

3. Select “Sign Up”.
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https://apps.dnr.wi.gov/swims/

4. You will now need to enter your First and Last name and an email address that you will use as your
MyWID Email/ID.

Sign up

First name

TestWAMWIThree =

Last name

TestWAMWIThree

‘ Email I

‘ TestWAMWIThree@yahoo.com

Already have an account?

5. The user will next need to verify their email address they entered and set up a password.

Set up security methods

® TestWAMWIThree@yahoo.com ™

Security methods help protect your State of -
Wisconsin - (UAT) account by ensuring only
you have access.
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6. Onceyou select “Set up” for the Email verification step, an email should appear shortly in your
email inbox with a verification link (or verification code) to enter manually. If you don’t receive the
email, check your spam/junk email folder(s).

You are receiving this email to confirm the email address for
your MyWisconsin ID (UAT) account. To finish verifying your

email address, click the button below or enter the provided
code. (Note: if this is your first time setting up your

MyWisconsin ID (UAT) account, then your next steps will be
setting up a password and Multi-Factor Authentication

(MFA) to finish enrollment. Please click the "Set Up Later” FA
button to complete the process.) If you have additional
questions or need help, please go to
https://det.wi.gov/Pages/MyWisconsin_ID.aspx)

— -,
To verify manually, enter this code: 7§4|95

If you did not request this email, please contact an
administrator.

This is an automatically gener
Replies are not monitored or answe

7. Nextyou will be taken to a new page to setup your password. After you successfully set your
password, make sure to save this password along with your MyWID Email/ID for future use.
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Set up password

@ TestWAMWIThree@yahoo.com

Password requirements:

At least 8 characters
A lowercase letter

An uppercase letter

A number

A symbol

No parts of your username

Does not include your first name

Does not include your last name

Password can't be the same as your last 24
passwords

At least 2 hour(s) must have elapsed since
you last cha]ﬁged your password
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8. You will then be asked to setup an additional security measure for logging in. We recommend
using the “Phone” option, which will send a text message containing a 6 digit code each time you
log in with you MyWID Email/ID.

Security methods help protect your State of
; Wisconsin - (UAT) account by ensuring only
o you have access.

Required now

* Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.
Used for access
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Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Used for access
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Verify with a code sent to your phone

Used for access
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o Security Key or Biometric
Authenticator
Use a security key or a biometric
authenticator to sign in
Used for access
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Enter your phone number to receive a
verification code via SMS.
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Set up phone authentication =

® TestWAMWIThree@yahoo.com

A code was sent to your phone. Enter the code
below to verify.
Carrier messaging charges may apply

Enter Code
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Return to authenticator list

Back to sign in

{ optional }

* Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.
Used for access

Setup

0 Okta Verify
Okta Verify is an authenticator app,
| installed on your phone or computer,
used to prove your identity
| Used for access

Set up

o Security Key or Biometric
Authenticator
Use a security key or a biometric
authenticator to sign in
Used for access

Setup




9. Afteryou continue through the optional security setups, you should land on the My Wisconsin ID
user dashboard screen (rocket ship). You can now Sign Out.
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Now you have a MyWisconsin ID that you can use to log in to SWIMS!

You’re ready to continue on to Step 2 of the setup process.



